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EXECUTIVE SUMMARY 

1.1 Background 

Risk management has been identified as a key component of modern management in the Canadian federal 
government for over a decade, and consequently CAS identified the need to conduct an audit of Integrated 
Risk Management in its risk-based audit plan. 

A multi-year internal audit plan for fiscal years 2014-15 to 2020-21 indicated that the risk associated with 
Integrated Risk Management was ranked as low. As a result, Samson and Associates was retained to conduct 
an audit of Integrated Risk Management. 

1.2 Audit Objectives and Scope 

The objective of the audit was to provide reasonable assurance that the Department's Integrated Risk 
Management (IRM) Framework and its practices are adequate and are being implemented.  Adequacy is 
defined based on the Department's compliance with the Treasury Board (TB) Framework for the 
Management of Risk and related leading practices.  As further detailed in the audit criteria in Appendix B, the 
scope of the audit included the following three lines of inquiry: 

• IRM governance (to provide oversight of the IRM process) 

• IRM processes (to identify, assess and respond to risks) 

• IRM monitoring and reporting (to monitor and report on the state of risks on a regular basis) 

1.3 Acknowledgment 

The Audit Team would like to acknowledge the collaboration they have received from all interviewees, and in 
particular the support of the A/Director, Corporate Secretariat. 

1.4 Audit Findings and Recommendations 

Three (3) observed strengths and 4 (four) key recommendations are presented in numerical sequence and 
aligned with Section 1.5 – Management Response and Action Plan, and Section 2 – Detailed Report. 

Observed Strengths  

The following strengths related to Integrated Risk Management were observed during the audit: 

1. An effective governance structure has been designed for Integrated Risk Management that helps 
ensure all senior officials and Chief  Justices are consulted with regards to identifying and assessing 
enterprise-level risks. 

2. Executive sponsorship of  Integrated Risk Management is strong and helps set the tone at the top on 
the importance of  risk management for the organization. 
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3. An Enterprise Risk Management (ERM) Framework has been developed to detail the risk 
management process, to clarify roles and responsibilities, to highlight the three corporate risks and 
high level mitigation measures, and to provide risk management-related tools to the organization. 

 

Finding 1 – Corporate Risk Profile Updates 

Key Findings 

We found that the risk related to “Access to Justice” is monitored on a regular basis through the budgeting 
and forecasting process and other means; and that risks related to IT and security are monitored through 
regular updates at the Executive Committee (ExCom) on specific activities and projects.  While these specific 
activities or projects may serve to mitigate the IT or security risks, it was not readily apparent to most 
interviewees how they related to the Corporate Risk Profile, and how they influenced the overall risk level for 
the organization.  As a result, most interviewees felt that they did not have an adequate indication of how the 
IT and security risks had evolved throughout the year, since the Corporate Risk Profile was prepared.  The 
ERM Framework contains a sample Quarterly Risk Mitigation Progress Report which could be further 
leveraged by risk owners to provide updates on risk mitigation activities, risk indicators and risk trends to help 
senior management more readily understand how corporate risks evolve throughout the year.  This may be in 
part due to the fact that the role and responsibilities of the risk owner are not well understood (refer to 
section 3.6). 

The lack of regular updates to the Corporate Risk Profile limits senior management’s ability to understand 
how risks evolve during the year and to take corrective actions in a timely manner if required.  Using risk 
indicators helps better quantify the assessment of risks which could otherwise be subjective in nature, and 
helps to identify risk trends during the year. 

Recommendation 

1. The Chief  Administrator should ensure that Corporate Risk Profile progress reports are 
presented by risk owners on a regular basis, and that such reports are supported by tangible 
risk indicators to help quantify risks and identify risk trends during the year. 

 

Finding 2 – Risk Identification Process 

Key Findings 

We found that the risk consultation process is broad and includes the Executive Committee, the Senior 
Management Committee, the Chief Justices Steering Committee and the Audit Committee.  Stakeholders are 
asked to validate previously identified risks, and to identify if other risks should be considered by leveraging a 
risk taxonomy that identifies other potential sources of risk for CAS; however, the taxonomy does not have 
certain risk categories found on the TBS risk taxonomy guide that appear relevant to CAS, including values 
and ethics, communications and capital infrastructure.  In addition, risks that are not considered a top 
corporate risk are not formally identified and assessed.  

If the risk taxonomy is not complete or current, there is a risk that stakeholders may not readily identify risks 
that are most relevant to the organization.  If risks that are not considered a top corporate risk are not 
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formally identified and assessed, senior management’s visibility into emerging risks will be limited.  Emerging 
risks may not require the same level of senior management attention, but monitoring of these risks is 
recommended to proactively manage risks. 

Recommendation 

2. The Chief  Administrator should ensure that the risk taxonomy is updated and reviewed on a 
regular basis, and that the assessment of  risk is expanded beyond the top three corporate 
risks. 

 

Finding 3 –Risk Management in Operational Plans 

Key Findings 

We found that risk management is fully embedded into the strategic planning process.  For example, the 
Annual Report and the Report on Plans and Priorities include considerations for strategic risks.  We also 
found that risk management is embedded into the organization’s project management framework.  From an 
operational planning perspective, the budgeting process takes a risk-based approach to funding allocation 
decisions; however, we found that risk management has not been embedded into operational plans.  Not all 
areas have developed an operational plan, and for those areas that have such a plan, risk management is not 
formally embedded into the plan. 

If risk management is not formally embedded into operational plans, there is an increased risk that 
operational priorities may not sufficiently be risk-based. 

Recommendation 

3. The Chief  Administrator should ensure that risk management is embedded into operational 
plans 

 

Finding 4 – Risk Management Training and Awareness 

Key Findings 

We found that stakeholders are generally aware of the importance of risk management within the 
organization.  Most interviewees were aware of the corporate risks, but some confusion remained in terms of 
roles and responsibilities for risk owners and for managing risk mitigation actions throughout operational 
areas and regions. Risk management awareness was generally lower amongst stakeholders not involved in one 
of the key governance committees.  No specific training and awareness plan has been developed. 

If the role of the risk owner is not clear, there is an increased risk that risks will not be proactively managed.  
Similarly, broad awareness of corporate risks and the benefits of risk management helps ensure that actions 
posed by employees throughout the organization are aligned with risks. 

Recommendation 

4. The Chief  Administrator should ensure that the role of  risk owners is clarified and that a 
plan be developed to provide risk management training and awareness to stakeholders based 
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on their roles and responsibilities.  For example, specific training should be developed on the 
role and responsibilities of  risk owners. 

1.5 Executive Summary of Management Response 

Management agrees with all recommendations made in this report. Appropriate detailed action plans will be 
developed and implemented. 

1.6 Conclusion 

Overall, the audit found that the Department's Integrated Risk Management (IRM) Framework and its 
practices are adequate, with moderate areas for improvement identified related to corporate risk profile 
updates, risk identification, risk management in operational plans, and risk management training and 
awareness. 

1.7 Statement of Conformance 

In my professional judgment, sufficient and appropriate audit procedures have been conducted and evidence 
gathered to support the accuracy of the conclusion provided and contained in this report. The conclusion is 
based on a comparison of the conditions, as they existed at the time, against pre-established review criteria 
that were agreed upon with management.  The conclusion is applicable only to the entity examined.  The 
evidence was gathered in compliance with Treasury Board policies, directives and standards on internal audit 
and conforms to the Internal Auditing Standards for the Government of Canada. The evidence gathered was 
sufficient to provide senior management with proof of the conclusion derived from the review engagement.  
A practice inspection has not been conducted on the operations of the Internal Audit function. 
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2 DETAILED REPORT 

2.1 Background 

As stated in the Treasury Board Guide to Integrated Risk Management, risk management is recognized as a 
core element of effective public administration. In a dynamic and complex environment, organizations 
require the capacity to recognize, understand, accommodate and capitalize on new challenges and 
opportunities. The effective management of risk contributes to improved decision-making, better allocation 
of resources and, ultimately, better results for Canadians. 

Risk management has been identified as a key component of modern management in the Canadian federal 
government for over a decade, and consequently CAS identified the need to conduct an audit of Integrated 
Risk Management in its risk-based audit plan. 

A multi-year internal audit plan for fiscal years 2014-15 to 2020-21 indicated that the risk associated with 
Integrated Risk Management was ranked as low. As a result, Samson and Associates was retained to conduct 
an audit of Integrated Risk Management. 

 

2.2 Audit Objective 

The objective of the audit was to provide reasonable assurance that the Department's Integrated Risk 
Management (IRM) Framework and its practices are adequate and are being implemented.  Adequacy is 
defined based on the Department's compliance with the Treasury Board (TB) Framework for the 
Management of Risk and related leading practices.   

 

2.3 Scope 

The scope of the audit included the following three lines of inquiry: 

• IRM governance (to provide oversight of the IRM process) 

• IRM processes (to identify, assess and respond to risks) 

• IRM monitoring and reporting (to monitor and report on the state of risks on a regular basis) 

 

2.4 Methodology 

In support of the requirements under TB Policy on Internal Audit, audit criteria for each of the three lines of 
inquiry was derived from the Treasury Board Framework for the Management of Risk and related leading 
practices.  Audit Criteria can be found in Appendix B. 

A risk-based audit program was developed to provide additional details on how the audit objective will be 
addressed, and makes reference to specific audit procedures including: 
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• Review of IRM deliverables and other key artefacts, including the Corporate Risk Profile, the Report 
on Plans and Priorities and the Annual Report   

• Review of policies, procedures, tools and templates related to IRM;  

• Review of IRM governance committee meeting minutes;  

• Review of a sample of the output of project management activities; and, 

• Interviews with IRM stakeholders throughout CAS.   

The list of interviewees can be found in Appendix A.  The work for this project was substantially completed 
in May 2015. 

 

2.5 Overview of the IRM Process 

The IRM process is managed by the Director, Corporate Secretariat, with the direct support of the 
Senior Advisor, Strategic Planning and Reporting.  As at the time of the audit, the Senior Advisor is 
acting in the Director role, and no replacement has been identified to temporarily backfill the Senior 
Advisor role. 

CAS has implemented a top down approach to the identification of key corporate risks in the 
2015-16 Corporate Risk Profile (CRP).  The approach involves consultations with senior governance 
committees within CAS to confirm if the risks identified in the previous year are still key risks for 
CAS, and to identify if other risks should also be considered.  The following committees are 
consulted: 

• The Executive Committee; 

• The Senior Management Committee; 

• The Chief Justices Steering Committee; and 

• The Departmental Audit Committee. 

In reviewing risks, committee members are asked to assess the likelihood and impact of each risk in 
order to help determine if they are still key risks for the organisation.  Rating scales for both 
likelihood and impact are used to facilitate the process.  Similarly, committee members are asked to 
identify if other risks should be considered, and a risk taxonomy defining various categories of risk is 
used to facilitate the process. 

Once confirmed, the key risks form part of the CRP, and a risk reporting and communications grid 
is available to guide the approach to monitor the risks, with the top-most risks expected to require 
detailed management planning and attention. 

Risk information is also embedded in the Report on Plans and Priorities and in the Annual Report 
published by the organization.   
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Finally, an Enterprise Risk Management Framework has been developed by the organization.  The 
Framework provides an overview of the risk management process, an environmental scan and 
analysis of significant risk drivers, a description of the three most significant corporate risks and 
related risk mitigation measures, a description of risk management roles and responsibilities, and 
various tools to help the organization consistently assess risks and identify a risk response strategy. 

 

3 FINDINGS, RECOMMENDATIONS AND MANAGEMENT RESPONSE 

3.1 Introduction 

This section presents observed strengths and detailed findings from the audit of Integrated Risk Management.  
Findings are based on the evidence and analysis from both our initial risk analysis and the detailed audit.  

3.2 Observed Strengths 

The following strengths related to Integrated Risk Management were observed during the audit: 

1. An effective governance structure has been designed for Integrated Risk Management that helps 
ensure all senior officials and Chief  Justices are consulted with regards to identifying and assessing 
enterprise-level risks. 

2. Executive sponsorship of  Integrated Risk Management is strong and helps set the tone at the top on 
the importance of  risk management for the organization. 

3. An Enterprise risk Management Framework has been developed to detail the risk management 
process, to clarify roles and responsibilities, to highlight the three corporate risks and high level 
mitigation measures, and to provide risk management-related tools to the organization. 

 

3.3 Finding 1  Corporate Risk Profile Updates 

3.3.1 We expected to find an effective process in place for risk owners to monitor and report on risks 
mitigation plans of the Corporate Risk Profile on an on-going basis, supported by adequate risk 
indicators and trends to support informed risk-based decision making. 

3.3.2 We found that the risk related to “Access to Justice” is monitored on a regular basis through the 
budgeting and forecasting process and other means; and that risks related to IT and security are 
monitored through regular updates at ExCom on specific activities and projects.  While these specific 
activities or projects may serve to mitigate the IT or security risks, it was not readily apparent to most 
interviewees how they related to the Corporate Risk Profile, and how they influenced the overall risk 
level for the organization.  As a result, most interviewees felt that they did not have an adequate 
indication of how the IT and security risks had evolved throughout the year, since the Corporate 
Risk Profile was prepared.  The ERM Framework contains a sample Quarterly Risk Mitigation 
Progress Report which could be further leveraged by risk owners to provide updates on risk 
mitigation activities, risk indicators and risk trends to help senior management more readily 
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understand how corporate risks evolve throughout the year.  This may be in part due to the fact that 
the role and responsibilities of the risk owner are not well understood (refer to section 3.6). 

3.3.3 The lack of regular updates to the Corporate Risk Profile limits senior management’s ability to 
understand how risks evolve during the year and to take corrective actions in a timely manner if 
required.  Using risk indicators helps better quantify the assessment of risks which could otherwise 
be subjective in nature, and helps to identify risk trends during the year. 

 
Recommendation 

1. The Chief  Administrator should ensure that Corporate Risk Profile progress reports are presented 
by risk owners on a regular basis, and that such reports are supported by tangible risk indicators to 
help quantify risks and identify risk trends during the year. 

 

Management Response – Recommendation 1 

1. Management agrees with this recommendation. The Corporate Risk Profile progress reports 
will be linked with the financial quarterly reviews.  

 

3.4 Finding 2  Risk Identification Process 

3.4.1 We expected to find an effective process to identify risks based on a defined risk universe/taxonomy, 
an internal and external environmental scan, and consultations with stakeholders across the 
organization to help identify risks that are relevant to the organization. 

3.4.2 We found that the risk consultation process is broad and includes the Executive Committee, the 
Senior Management Committee, the Chief Justices Steering Committee and the Audit Committee.  
Stakeholders are asked to validate previously identified risks, and to identify if other risks should be 
considered by leveraging a risk taxonomy that identifies other potential sources of risk for CAS; 
however, the taxonomy does not have certain risk categories found on the TBS risk taxonomy guide 
that appear relevant to CAS, including values and ethics, communications and capital infrastructure.  
In addition, risks that are not considered a top corporate risk are not formally identified and assessed.  

3.4.3 If the risk taxonomy is not complete or current, there is a risk that stakeholders may not readily 
identify risks that are most relevant to the organization.  If risks that are not considered a top 
corporate risk are not formally identified and assessed, senior management’s visibility into emerging 
risks will be limited.  Emerging risks may not require the same level of senior management attention, 
but monitoring of these risks is recommended to proactively manage risks. 

Recommendation 

2. The Chief  Administrator should ensure that the risk taxonomy is updated and reviewed on a regular 
basis, and that the assessment of  risk is expanded beyond the top three corporate risks. 
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Management Response – Recommendation 2 

2. Management agrees with this recommendation. A full review and update of  the risk taxonomy 
will be incorporated into the next round of  the risk assessment process (2016-17) and every 
three years thereafter.  

 

3.5 Finding 3  Risk Management in Operational Plans 

3.5.1 We expected to find risk management embedded into strategic, operational and project planning 
processes. 

3.5.2 We found that risk management is fully embedded into the strategic planning process.  For example, 
the Annual Report and the Report on Plans and Priorities include considerations for strategic risks.  
We also found that risk management is embedded into the organization’s project management 
framework.  From an operational planning perspective, the budgeting process takes a risk-based 
approach to funding allocation decisions; however, we found that risk management has not been 
embedded into operational plans.  Not all areas have developed an operational plan, and for those 
areas that have such a plan, risk management is not formally embedded into the plan. 

3.5.3 If risk management is not formally embedded into operational plans, there is an increased risk that 
operational priorities may not sufficiently be risk-based. 

Recommendation 

3. The Chief  Administrator should ensure that risk management is embedded into operational plans. 

 

Management Response – Recommendation 3 

3. Management agrees with this recommendation. Moving forward, CAS will ensure that risk 
management is embedded into all operational plans. The targeted date for compliance will be set 
for March 31, 2017.  
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3.6 Finding 4  Risk Management Training and Awareness 

3.6.1 We expected to find a general awareness of corporate risks and a plan to provide training and 
awareness to risk management stakeholders based on their roles and responsibilities 

3.6.2 We found that stakeholders are generally aware of the importance of risk management within the 
organization.  Most interviewees were aware of the corporate risks, but some confusion remained in 
terms of roles and responsibilities for risk owners and for managing risk mitigation actions 
throughout operational areas and regions. Risk management awareness was generally lower amongst 
stakeholders not involved in one of the key governance committees.  No specific training and 
awareness plan has been developed. 

3.6.3 If the role of the risk owner is not clear, there is an increased risk that risks will not be proactively 
managed.  Similarly, broad awareness of corporate risks and the benefits of risk management helps 
ensure that actions posed by employees throughout the organization are aligned with risks. 

Recommendation 

4. The Chief  Administrator should ensure that the role of  risk owners is clarified and that a plan be 
developed to provide risk management training and awareness to stakeholders based on their roles 
and responsibilities.  For example, specific training should be developed on the role and 
responsibilities of  risk owners. 

 

Management Response – Recommendation 4 

4. Management agrees with this recommendation. Plans for risk management training for risk 
owners and stakeholders will be developed by December 2015 and training will be delivered by 
December 31, 2016. The training will clarify the roles and responsibilities of  risk owners and 
increase stakeholders’ risk awareness based on their roles and responsibilities. 
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APPENDIX A – LIST OF INTERVIEWEES (IN ALPHABETICAL ORDER) 

 Luciano Bentenuto, Director Security Services 

 Chantelle Bowers,  Executive Director and General Counsel,  Federal Court of Appeal and Court 
Martial Appeal Court of Canada 

 Francine Côté, Deputy Chief Administrator, Corporate Services 

 Cristina Damiani, Executive Director and General Counsel, Tax Court of Canada 

 Roula Eatrides, Executive Director and General Counsel, Federal Court 

 Lucia Fevrier-President, A/Director, Corporate Secretariat 

 Daniel Gosselin, Chief Administrator 

 Leslie Holland, Member of the Audit Committee 

 Alain Le Gal, Registrar, Federal Court of Appeal and Court Martial Appeal Court of Canada 

 Rosemary Okuda, Regional Director General, Eastern Region 

 Manon Pitre, Registrar, Federal Court 

 Imtiaz Rajab, Regional Director General, Ontario Region 

 The Honourable Eugene Rossiter, Chief Justice of the Tax Court of Canada 

 Richard Tardif, Deputy Chief Administrator, Judicial and Registry Services 

 Sam Thuraisamy, Regional Director General, Western Region 

 Alain Trudel, Director General, Information management – Information Technology Division 

 Paul Waksberg, Director General, Finance and Contracting Services Division 

 James Wright, Member of the Audit Committee 
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Line of Inquiry 1: IRM Governance 

1.1 Governance Structure 

An effective governance structure has been established to provide oversight, and ensure objectives for IRM 
are met.  

1.2 IRM Framework 

An effective IRM framework of policies, procedures, training and tools has been implemented 

Line of Inquiry 2: IRM Processes 

2.1 Risk Identification and Assessment 

An effective process is in place to identify and assess risks relevant to the organization 

2.2 Risk Response 

An effective process is in place to respond to risks based on the risk tolerance of the organization 

Line of Inquiry 3: IRM Monitoring and Reporting 

3.1 Risk Monitoring 

An effective process is in place to monitor risks on an on-going basis 

3.2 Risk Reporting and Escalation 

An effective process is in place to report and escalate risks to support informed decision making 
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